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Training Program

Fundamentals of AI and Machine 
Learning, Applications, Challenges

In this program, attendees will get a solid introduction to the building 
blocks and components of artificial intelligence and learn about concepts 
like algorithms, machine learning and neural networks. Attendees will also 
explore how AI is already being used and evaluate problem areas of AI, such 
as bias. Attendees will learn how to build applied AI applications such as 
Natural Language Processing, Computer Vision and Edge Computing. Through 
hands-on projects, attendees gain exposure to the concepts of supervised and 
unsupervised learning, classification, optimization, reinforcement learning, and 
Blockchain, as well as Crypto Mining. The course will also teach the attendees 
how to build automations using UiPath Robotic Process Automation software 
(RPA). This course is ideal for those who are interested in understanding Artificial 
Intelligence, machine learning, Generative AI and Large Language Models. 

• Real world applications of AI and
how AI is transforming the world
around us.

• Common AI terminologies: AI and
ML definitions, history, current state,
goals, types of models.

• Describe Artificial Intelligence
workloads and considerations.

• Steps to creating a data science
pipeline (Fetching Data, Training the
Model, Inferencing)

• Applied Computer Vision and natural
language processing (NLP)

• Alignment of AI Solutions with DoD
AI Principles including Responsible,
Equitable, Traceable, Reliable,
Governable.

• Importance of Labeling data for AI
and how to scale data for AI.

• Overview of Supervised,
Unsupervised learning and
Reinforcement Learning.

• Adversarial AI / Attacks on AI & How
to Overcome them

• Detecting and Preventing Model
Hallucinations & Model Drift

• Responsible AI & Removing AI
Model Bias

• Installing Guardrails on Generative
AI and LLMs

• NIST RMF & ISO Standards for
Generative AI

• AI Governance and Privacy Measures

• Fusion of RPA/Intelligent
Automation with AI

• Generative Adversarial Networks
or GANs — technologies that can
create visual and multimedia artifacts
from both imagery and textual input
data.

• Transformer-based models —
technologies such as Generative Pre-
Trained (GPT) language models that
can use information gathered on the
Internet to create textual content.

• Overview of High-Performance
Compute (HPC) and GPUs, high-
density racks, liquid cooling etc.

• Examples of Commercial AI / HPC
solutions – Nvidia, Dell, HPE, H2O.
AI, Deepgram.AI, Alteryx etc.

PREREQUISITES
The attendees should have a fundamental knowledge of working 
with computers and cyber security. All attendees will receive online 
courseware and handouts.
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Generative AI and Large Language Models 
(LLMs): Overview, Applications, Challenges

• Generative AI (GAI) & LLM fundamentals
level setting.

• A high-level overview of how Generative AI
works and how models are trained.

• Real-world applications of Generative AI &
Large Language Models (LLMs) in the DoD
agencies.

• Benefits and challenges of using Generative
AI in government agencies.

• Best practices for securely integrating DoD/
agency data with LLMs.

• Identifying potential risks associated with
Generative AI and LLMs.

• How AI can be hacked by poisoning the data.

• Strategies for mitigating risks and building
robust AI systems.

• Overview of the NIST AI Risk Management
Framework (RMF).

• Emerging trends and advancements in
Generative AI and LLMs.

• Using Pre-Trained LLM Models from Hugging
Face and other online libraries.

Learning AI Fundamentals using Hands-On 
Exercises using Nvidia Jetson Nano 

• Overview of Jetson Nano and GPUs. Collect
image data for classification models.

• Annotate image data for regression models.

• How to train a neural network on your data
to create your own models.

• Running inference on the Jetson Nano with
the models you create.

• Creating your own deep learning
classification and regression models with the
Jetson Nano.

• Running a Docker container to access
JupyterLab and the course notebooks.

• Create a PyTorch project to train a deep
neural network on your Jetson Nano, and
experiment with image classification using
data you collect with your camera.

• Train an image regression deep neural
network model to infer X-Y coordinates for
specific objects in images you collect with
your camera.

• Live, Instructor-led training in modern classrooms

• Thorough review of all AI topics by industry experts

• Hands-on labs on real tools and simulations (Firewall ACLs, Wireless Routers, IDS/IPS)

• 24 x 7 Access to the real labs in classrooms and remotely

• 100% latest material & and thousands of realistic practice questions

• Con idence building hands-on training

• Authorized Pearson VUE testing at the same location to help you complete your exam*

• Study material, notes, videos and practice questions included in course price

COURSE FEATURES


