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CISCO
CERTIFIED

CCNA

CYBER OP3

Cisco® Certified
CyberOps
Professional

Achieving the Cisco Certified
CyberOps Professional certification
proves your advanced skills as a
senior analyst, in a security operation
center (SOC) and incident response
roles, cloud security, and other active
defense security roles.

Duration
5 Days

Certification
Cisco Certified CyberOps
Professional

Contact Us
(571) 577-7890
(703) 554-3827

www.intellectualpoint.com
info@intellectualpoint.com

EXCELLENCE
THROUGH
EDUCATION

Intellectual

=% Training Program

As the complexity of cyberattacks continues Benefits
to increase in size and scale, your organization
needs highly qualified personnel to provide
security expertise before, during, and after an
attack. The demand is greater now than ever
before for professionals with the knowledge and
skills to detect and respond to cybersecurity
threats, manage security incidents, automate
security tasks, and secure the sensitive
information of your organization.

¢ Validate your skill set with
a recognized leader in
certification and training

e Secure your
organization’s most
sensitive information as
we become more globally
connected and reliant on

To earn Cisco Certified CyberOps Professional cloud-based services

certification, you pass two exams: one that
covers core technologies and one concentration
exam. And every exam in the program earns

an individual Specialist certification, so you get
recognized for your accomplishments along the .
way.

¢ Position yourself for
advancement to more
senior roles

Learn the latest
CyberOps skills including
threat and vulnerability
management, incident
response, and security
operations

The core exam focuses on your knowledge
of core cybersecurity operations including
cybersecurity fundamentals, techniques,
processes, and automation.

The concentration exam focuses on incident
response and digital forensics. Incident response
is the process of detecting, responding to, and
eradicating cyber-attacks. Digital forensics is the
collection and examination of digital evidence
residing on electronic devices and the subsequent
response to threats and attacks.

GREREQUISITES

There are no formal prerequisites for Cisco Certified CyberOps Professional,

but you should have a good understanding of the exam topics before taking

the exam. Candidates often also have three to five years of experience

implementing enterprise networking solutions.

/

Performing CyberOps
Using Cisco Security
Technologies (CBRCOR)

Learning Objectives

e Conducting Forensic Analysis and Incident Response
Using Cisco Technologies for CyberOps (CBRFIR)

e Incident response process and playbooks
Cybersecurity e Advanced incident response
fundamentals

e Threat intelligence

Cybersecurity

techniques * Digital forensics concepts
Security processes e Evidence collection and analysis
Automation protocols ¢ Principles of reverse engineering

This material gives you a solid framework and a core set of
proven skills to strengthen your career in cybersecurity.

www.intellectualpoint.com/cisco-cyberops-prof/



https://www.intellectualpoint.com
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Course Schedule KCCNA )

CYBER OPS

SESSION 1: SESSION 4:

e Cybersecurity Fundamentals * Incident Response Using Cisco
Technologies for CyberOps

SESSION 2: . I
e Security Processes SESSION 5: Slgn Up TOday.
* Digital forensics Concepts
SESSION 3:

e Conducting Forensic Analysis

ﬁZOURSE FEATURES

Live instructor-led training in modern classrooms or Virtual Option

e A thorough review of Performing CyberOps Using Cisco Security Technologies (CBRCOR)
and Conducting Forensic Analysis and Incident Response Using Cisco Technologies for
CyberOps (CBRFIR) by industry experts

e Hands-on labs on real Cisco® Topics (Kali, NSN Tools, Cryptographic Technologies, TCP/
IP, PCAPs, SOC Playbooks, Windows, Linux and more )

e 24 x7 access to the real labs in classrooms and remotely

e 100% latest material & and all practice questions

Contact Us

e Confidence building hands-on training (571) 577-7890

(703) 554-3827
www.intellectualpoint.com

e Authorized Pearson VUE® testing at the same location to help you complete your exam*

e Study material, notes, videos and practice questions included in the course price J

info@intellectualpoint.com

WHEN YOU ENROLL IN A
INTELLECTUAL POINT CLASS, YOU WILL GET:

. Sterling Professional
A Study Guide Access to our Access to our

Rapid Test Prep Website Rapid Flash Card Website Center
- 46175 Westlake Drive,
— @\@ Suite 250
- S 0 3 Sterling, VA 20165
RAPIDTESTPREP.COM RAPIDFLASHCARDS.COM
A Class Completion Access to our Access to our

Certificate Rapid Simulations Website Rapid Study Notes Website Be Social With Us!
Certificate P

.: of Completion

Intellectual

RAPIDSIMULATIONS.COM RAPIDSTUDYNOTES.COM

.’ State Council of

e Concise Notes, Memory Tables, Port Tables ¢ Video and Audio files °Tm°/ Higher Education for Virginia
e Simulation Question Packet e Google Classroom for each class
e Opportunity to attend several live ¢ Resume Help

instructor led post-class review sessions « Job Placement

EXCELLENCE
www.intellectualpoint.com/exclusive-intellectual-point-educational-benefits/ @ EDUCATION

www.intellectualpoint.com/cisco-cyberops-prof/ Intglc!ggtTual
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