
CompTIA® 
PenTest+®

The CompTIA PenTest+ 
certification is a vendor-neutral, 
internationally targeted validation 
of intermediate-level penetration 
testing (or pen testing) knowledge 
and skills. It focuses on the 
latest pen testing techniques, 
attack surfaces, vulnerability 
management, post-delivery and 
compliance tasks.

Duration
4 Days
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Certification
CompTIA PenTest+
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Contact Us
(571) 577-7890
(703) 554-3827
www.intellectualpoint.com
info@intellectualpoint.com
___________________________________

www.intellectualpoint.com/pentest

Training Program

Learning Objectives

PenTest+ assesses the most up-to-date penetration 
testing, and vulnerability assessment and 
management skills necessary to determine the 
resiliency of the network against attacks. Successful 
candidates will also have the intermediate skills and 
best practices required to customize assessment 
frameworks to effectively collaborate on and 
report findings and communicate recommended 
strategies to improve the overall state of IT 
security.

The skills covered by CompTIA PenTest+ help 
companies comply with regulations, such as PCI-
DSS and NIST 800-53 Risk Management Framework 
(RMF), which require pen tests, vulnerability 
assessments and reports. CompTIA PenTest+ is 
approved under the Department of Defense (DoD) 
Directive 8140/8570.01-M and under ANSI/ISO 
standard 17024.

• Planning & Scoping
• Information Gathering and Vulnerability Scanning
• Attacks and Exploits
• Reporting and Communication
• Tools and Code Analysis

PREREQUISITES
EXAM TOPICS:

Network+, Security+ or 
equivalent knowledge. 
Minimum of 3-4 years of 
hands-on information security 
or related experience. 
While there is no required 
prerequisite, PenTest+ is 
intended to follow CompTIA 
Security+ or equivalent 
experience and has a 
technical, hands-on focus.

• Planning and scoping a penetration 
testing engagement

• Understanding legal and compliance 
requirements

• Performing vulnerability scanning and 
penetration testing using appropriate 
tools and techniques, and then 
analyzing the results

• Producing a written report containing 
proposed remediation techniques, 
effectively communicating results to 
the management team and providing 
practical recommendations

The primary CompTIA 
PenTest+ job roles:

• Penetration Tester

• Security Consultant

• Cloud Penetration 
Tester

• Web App 
Penetration Tester

• Cloud Security 
Specialist

• Network and 
Security Specialist

• Information Security 
Engineer

• Security Analyst

https://www.intellectualpoint.com
https://www.intellectualpoint.com/pentest


EXCELLENCE  
THROUGH  
EDUCATION

COURSE FEATURES

Course Schedule

• Live, Instructor-led training in modern classrooms

• Thorough review of all PenTest+ topics by industry experts

• Hands-on labs with real templates for policies, procedures, Incident Response etc.

• 24 x 7 access to the real labs in classrooms and remotely

• 100% latest material & and thousands of realistic practice questions

• Confidence building hands-on training with simulated exams

• Authorized Pearson VUE testing at same location to help you complete your exam*

• Study material, notes, videos and practice questions included in course price

www.intellectualpoint.com/pentest

SESSION 1:
• Planning & Scoping

SESSION 2:
• Information Gathering &  

Vulnerability Identification

SESSION 3:
• Attacks and Exploits

• Penetration Testing Tools

SESSION 4:
• Reporting & Communication

• Tools and Code Analysis

Sign Up Today!

Be Social With Us!

___________________________________

Contact Us
(571) 577-7890
(703) 554-3827

www.intellectualpoint.com
info@intellectualpoint.com

___________________________________

Sterling Professional  
Center

46175 Westlake Drive,  
Suite 250

Sterling, VA 20165

___________________________________

• Concise Notes, Memory Tables, Port Tables
• Simulation Question Packet
• Opportunity to attend several live instructor led 

post-class review sessions
• Video and Audio files 
• Google Classroom for each class
• Resume Help
• Job Placement

A Study Guide

Access to our  
Rapid Test Prep Website

RapidTestPrep.com

Access to our  
Rapid Flash Card Website

RapidFlashCards.com

A Class Completion  
Certificate

 o f  Comple t ion
Certificate

for successfully completing Intellectual Point’s

This Certificate is presented to

Prem Jadhwani, CEODate

www.intellectualpoint.com/exclusive-intellectual-point-educational-benefits/

RapidSimulations.com

Access to our  
Rapid Simulations Website

WHEN YOU ENROLL IN A  
INTELLECTUAL POINT CLASS, YOU WILL GET:

https://www.intellectualpoint.com
https://www.intellectualpoint.com/pentest

