Certified in Governance
Risk and Compliance
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Certified in

Governance, Risk and
Compliance (CGRC)/

Risk Management
Framework (RMF)

The CGRC/RMF is ideal for IT, information

security and information assurance
practitioners who work in Governance,
Risk and Compliance (GRC) roles and

have a need to understand, apply and/or
implement a risk management program

for IT systems within an organization.
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The CGRC certification is ideal for
information technology, information
security and cybersecurity professionals
responsible for governance, risk and
compliance within an organization.

This certification is an option for

those who already hold another (ISC)?
certification — like the CISSP — who want
to demonstrate their expertise in this
high-profile specialty.

Those who earn and hold the CGRC
have the knowledge and skills to
integrate governance, performance
management, risk management
and regulatory compliance within
the organization while helping the

= Training Program

organization achieve objectives,
address uncertainty and act with
integrity. CGRC professionals can align
IT goals with organizational objectives
as they manage cyber risks and
achieve regulatory needs. They utilize
frameworks to integrate security and
privacy with the organization’s overall
objectives, allowing stakeholders to
make informed decisions regarding data
security and privacy risks.

The Risk Management Framework
(RMF) is an important process to follow
because it is used to identify security
threats to an organization and minimize
overall risk upon impact.

/ POTENTIAL JOBS:

e Cybersecurity Auditor
e Cybersecurity Compliance Officer
e GRC Architect or Manager

e Cybersecurity Risk & Compliance
Project Manager or Analyst

e Third —Party or Enterprise Risk Manager

e GRC Analyst or Director
e System Security Manager or Officer

¢ Information Assurance Manager

To qualify for the CGRC you must
have a minimum of two years of
cumulative paid work experience
in one or more of the seven
domains of the CGRC Common
Body of Knowledge (CBK).

Candidates take a 3 hour exam
consisting of 125 multi-choice
questions. Candidates must score
a minimum of 700 out of 1000

J points to pass. /

Learning Objectives

e Information Security Risk
Management Program

e Scope of the Information System

e Selection and Approval of Security
and Privacy Controls

e Implementation of Security and
Privacy Controls

e Assessment/Audit of Security and
Privacy Controls

e Authorization/Approval of
Information System

e Continuous Monitoring

Risk Management Framework (RMF)

Understand the Risk Management
Framework for DOD IT
Authorization process

Understand FISMA & NIST
processes for authorizing Federal IT
systems

* Explain key roles & responsibilities,

statutory and regulatory
requirements

Apply these principles to realworld
activities and situations

www.intellectualpoint.com/cgrc-rmf



https://www.intellectualpoint.com
https://www.intellectualpoint.com/product/certified-authorization-professional-risk-management-framework/

Course Schedule

SESSION 1:

SESSION 3:

Information Security Risk Management Program

Scope of the Information System

SESSION 2:

Selection and Approval of Security and Privacy

Controls

e Assessment/Audit of Security and Privacy

Controls

¢ Implementation of Security and Privacy

Controls

SESSION 4:

e Authorization/Approval of Information System

Implementation of Security and Privacy Controls

e Review quest

ions and exam simulation

(COU RSE FEATURES

Live instructor-led training in modern classrooms

A thorough review of CGRC/RMF topics by industry experts

24 x 7 access to the real labs in classrooms and remotely

100% latest material & unlimited live hands-on labs & 600+ practice questions

Confidence building hands-on training

Study material, notes, videos, lab book, and practice questions included in course price/

A Study Guide

WHEN YOU ENROLL IN A
INTELLECTUAL POINT CLASS, YOU WILL GET:

Access to our

Rapid Test Prep Website

RAPIDTESTPREP.COM

Access to our
Rapid Flash Card Website

-

RAPIDFLASHCARDS.COM

A Class Completion
Certificate

Certificate

.: of Completion

ntellectual

Access to our

Rapid Simulations Website

RAPIDSIMULATIONS.COM

Access to our
Rapid Study Notes Website

RAPIDSTUDYNOTES.COM

* Concise Notes, Memory Tables, Port Tables o

¢ Simulation Question Packet

* Opportunity to attend several live

instructor led post-class review sessions

Video and Audio files
Google Classroom for each class

Resume Help
Job Placement

www.intellectualpoint.com/exclusive-intellectual-point-educational-benefits/

www.intellectualpoint.com/cgrc-rmf
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